MODULAR ARITHMETIC AND CIPHERS

BEGINNERS NOVEMBER 1, 2015

Warm Up Problem

Two non-zero numbers p and g are multiplicative inverses of each other if p- ¢ = 1.

In the usual arithmetic, these are easy to find:

(1) Find the multiplicative inverse of
(a) 2

. (2) Notice how multiplying a value by a number and then by its multiplicative in-
verse returns the original number. (In other words, multiplying by the inverse
of a number “undoes” multiplication by the number)

(a) Pick a number. Let’s call this number n.

n="2_ (ong Namoer works)

(b) Pick another number, p, and find its inverse, q.

p=—*_
q

Y

(c) What is n - p- ¢? Can you explain why n-p.q = n?
=xaxta =D % FeN) = Sx\ =

. (d) What is the inverse of g7 2
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. In modular arithmetic, multiplicative inverses are a bit different and a lot harder

to find. We can use a multiplication table to help us find multiplicative inverses in
modul‘ar arithmetic. Fill out the multiplication table in modulo 10 below. Part of the
table is already filled out.

8 (-] -4 b < 2 o %. (° < =

. 3 ° - b5 * e 5 + s a 1

(1) Using the table above, find the multiplicative inverses of the following num-
bers in mod 10 arithmetic:
(a) 1
]

(b) 3
]

(c) 9
Q

(d) 27 IN Aot exist,
Here is a cipher key. You will need this later for the rest of the handout.

Letter |A|B|CID{E|F|GIH|T]|J|K|LIMINIO|PIQ|R|S|T|U|VIW

b4
<
N

Number|{0|1)213 (45|67 8|9 |10)11|12({13[14|15{16(17|18(19|20|21|22|23|24(25
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Caesar Cipher

h other in the

Suppose that Alice and Bob are trying to send secret letters to eac send

; 0
mail. In order for the letters to stay a secret, they want to think of a glzy;essage
the messages in a “secret code” so that anybody who tries to intercept TI——
wouldn’t be able to read it even if they managed to intercept it. -One.Wa?if a certain
do this ig using a Caesar Cipher. In a Caesar cipher, the alphabet is shifte
number of places and each letter is replaced by the corresponding letter.

For example, say Alice and Bob agree that they want to shift the letters by three:
To ENCRYPT

. . : e to
(1) Using the cipher key, they would first convert the letters in their messag
their corresponding numbers to get a numerical message:

Letter Message | M | £ | g | T M| E AL T T HE B zjo°

Numerical Message | 12 | 4. | 4 \Q 12 | 4 o [\y LN = =S 25| W | 4

(2) Then they would then shift all the numbers in their message up by th.re@

Unshifted - > 4
Numerical Message 2 ":‘\ “41\] 1z |4 P . ‘R i ) - w‘
hi : '
el | s |y g 24 e | 3 |2 22| o] 3 2 (B>

(a) Can we have numbers greater than 25 in our shifted numerical message?
Why or why not?

Noy Pt 130X o adinber  Lgian Caccebyonds oy
A BN gitadtr  Agagn 25 W sae cApien~

ey -

(B) What do we do if a numbers in the numerical message is greater than 25?
ATror sidring oy 3, we svlohvack 26 Bowen Y _
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(¢) Explain how this is similar to modular arithmetic.
. ™e Nowpars @ g Y oround like n o ok

(d) If d is a number in our decrypted numerical message (our numerical mes-
sage before we have performed the shift) and ¢ is a number in our numer-
ical encrypted message (our numerical message after we have perform.ed
the shift) what would the relationship between d and e be if we were shift-
ing by 3?

e=d+ 2 (mod 24 )

(3) Then, using the cipher key, they would convert the resulting numerical mes-
sage into a letter message.

Shiﬂ;::sl:;:rieal 15 |3 = 22 s % (. L 5 < k. \—‘\‘ kq'
Encrypted Letter A=Y IE W TN P D W W LR R

. Message

TO DECRYPT

(1) Using the cipher key, they would first convert the letters in their message to

their corresponding numbers to get a numerical message:

Encrypted Letier I
Message - & ¥ B8 = il T B
Numerical Message | 17 | \% 2\ V(3] 22 22 11 f |6
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(2) Then they would then shift all the numbers in their message down by three:

Unshifted Numerizal 17 = -~
Message . 2 |+ 13 [ |t} 23
Shifted Numerical 7
Message 14 1o (34| A A 4| 2o

(a) What do we do if a number in the numerical message is less than 0?
AHOr s o snisied ctomn by e, add 26.

(b) If e is a number in our encrypted numerical message (our numerical mes-
sage before we have performed the shift) and d is a number in our de-
crypted numerical message (our numerical message after we have per- .
formed the shift) what would the relationship between d and e be?

d=e— 3 (mod 26)

(3) Then, using the cipher key, they would convert the resulting numerical mes-
sage into a letter message.

Shifted N ical ) )
Message | 1 |t© x| Al 4 24 | & | 20 al| | 43
I
Decrypted Letter / = . || s = |
Message e |k s e M ]o [« Tl BN |




LAMC handout _ 6

Cracking the Caesar Cipher

As you can see, encrypting and decrypting is very easy in the Caesar cipher. However
the Caesar cipher is not very safe. In fact, a computer program can crack a short
Caesar cipher in less than a second!

(1) Suppose we want to shift our alphabet forward by p places to encrypt, where
p < 26. If e is a number in our encrypted numerical message (our numerical
message after we have performed the shift) and d is the corresponding number
in our decrypted numerical message (our numerical message before we have
performed the shift) what would the relationship between e and d be?

e= dx p (mod 2)

(2) Suppose the alphabet contained m letters and we wanted to shift the alphabet
forward by 15 places. (m > 15) If ¢ is a number in our encrypted numerical
message (our numerical message before we have performed the shift) and d 1s
the corresponding number in our decrypted numerical message (our numeri-

cal message after we have performed the shift) what would the relationship
between d and e be?

e=d*x\S (Mmod wm)

(3) How many possible values can we choose to shift our 26 letter alphabet by?
How many possible ways can a message be encrypted?

34+ We oot MERNG oy et gy Sne wq.ﬂ—gg enUNY P
Haen 26 . 3IX% NN, tYhen 25

3

(4) To crack a Caesar cipher in our 26 letter alphabet, how many tries do we need
before we're guaranteed to crack a message?

26 OoF 215 , deReNArR] an e \ask answer,
We oracie- vne Coesor C.'\p\ner‘ \9»5 &\’\ﬁ'\‘\"\‘(\\g oo vwessoge b
3

THE TEr AT wen\ W St g WSS Age Yhedk 1S

reacloo\e .
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Improving the Caesar Cipher

ENCRYPTING USING MULTIPLICATIVE ENCODERS

Alice and Bob realize that the Caesar Cipher isn’t very safe, so they - = trﬁslnag
come up with a different cipher. However, they want to keep the idea of using me t
arithmetic. Instead of adding p to each number in modular arithmetic to encryfn
messages, they want to try multiplying each number by p to encrypt el
order to test this method they will start with messages consisting of numbers.

ying them by

(1) They first want to try to encrypt the numbers 0 to 9 by multipl chart below:

p =7 in modulo 10. In other words, ¢ = d - 7 (mod 10). Fill out the

_—
d: Unencrypted Number (Mult?gg:‘:; bF;:?rd].:l ;:255:0 10)

0 ox7#=0 (wod 10)

1 B

2 -

3 \

4 B

5 S

6 2

7 Q

8 'S

8 %

(2) Do you think that 7 is a good choice of a number to multiply by for encrypting?
Why or why not?
Nes. Brery namber o ENOCAPRD o WL QUE
oo,
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fferent value of p to encrypt encrypt
to try multiplying them by p =5
Fill out the chart below:

(3} Next, they want to see if they can use a di
the numbers 0 to 9. Bob decides that he wants
in modulo 10. In other words, ¢ = d - 5 (med 10).

e: Encrypted Number

d: Unencrypted Number (Multiplying by 5 in Modulo 10}
0 OXE5=0 (IM-Dd 103
1 =
2 o

ta
Vi

g o
5 5
e o
7

8 | o

2 -

(4) Do you think that 5 is a good choice of a number to multiply by for encrypting?
Why or why not?
NO, Q0 e nuneds gef encurypieol 19 erther & =@
o Bive . TS DA Ay ot LECANa’ T we

Wee 790 , e would nxy b anlc

gqer & wesSsSoqe
Vv aets de oy P ‘o 2" oc

A5 aerureminz
rta‘al\ &5 L} “a ) Q-#Q-




g
e
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(5) As you can see, not all numbers make good choices for p. We will call the num-

bers that are good choices multiplicative encoders. i
(a) List all the numbers between 2 and 9 that are multiplicative enc?ders }111’1
modulo 10. For each multiplicative encoder, 10, find ged(p, 10), 1-€- ke

greatest common divisor of p and 10.

"3 aed (B, )=\
e ach (H,19) =1
" gea @,V =y

(b) List all the numbers between 2 and 9 that are not multiplicative encoders
in modulo 10. For each non-multiplicative inverse, n, find ged(n, 10)-

«F L oad L3 el = o
T At qea (4,082 5
Ged LS, ISy =K
e g‘;d(:o,‘:j}-ﬁ—z
5 - Ged (w1022

vl

(c) We say that 1 is a multiplicative encoder because every number will be
encoded to a unique number. However, it would be a better idea to choose

a different multiplicative encoder in modulo 10. Why?
A meSSofr SnomApid  whin Wng WA BRI L Ve

erepAer | would \sok . Sovnae AY Al

MessSage . Neny gdod TYor

- - %
originod T St
Letp\vsy s YWesSaQR a Seorek b
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(6) Choosing a different modulus (other than 10) makes things more interesting.
. (a) List all the numbers between 2 and 6 that are multiplicative encoders in
modulo 7. For each multiplicative encoder, p, find ged(p, 7).

-2 > S(_Q}. CZ,3h =N

o '5 - %C.Fi ‘-"1-..%‘) =\

il ¥ ocd (& =1
' ‘St oacals3)=N

Tl ged Wey®)=)

(b) List all the numbers between 2 and 6 that are not multiplicative encoders
in modulo 7. For each number » which is not a multiplicative encoder find

ged(n, 7).

Navne .
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DECRYPTING WITH MULTIPLICATIVE INVERSES

(1) Do you notice any patterns for which numbers are multiplicative encoders and .
which numbers are not?

Muriplicorive encoders A howe any  COMMIN Senow i aatovd
WA WL vt dialag as'de Proon V.

(2) Two numbers p and m are called co-prime if the greatest common divisor of 2
and m is 1. For a given modulus m, any number p < m that is coprime with m

lsamw\\!ﬂ [ T uls L2 d

®) Purthermore, if p and m are co-primes, then there exists another number lfess
Fhan m called ¢ such that p - g = 1 (mod m). We call ¢ the multiplicative
Inverse of p.
(@) Suppose we are working in modulo 12. Determine whether the following
m}mbers are coprime to 12. If they are coprime to 12, find their multi-
plicative inverse. If they are not coprime to 12, explain why.

(i) 4 weo ; LrConss  god (A =g#» |-

(i) 11 Nes |, et =121 = ) (tmeg 4120
aher

(i) 1 Y3, ixi= V= Vo V2D

(b) Now suppose we are working in modulo 9. For each number, determine
whether it is coprime to 9. If it is coprime, find its multiplicative inverse.
If not, explain why not.

(1) 7 Yes, A4 xF 2% = ) Wwod Q)

() 4 Nes, F¥*4 =s =\ med )

S
(ii) 3 No , gea (2, AN = 33|

(iv) 8 Yex , ¥x% 26ad = \ Leaod A)

(v).2 Yes, 3(7 GX2=10 = | (waod q)

Ap

11
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. ?i;:sbepeves that we can use the idea of multiplicative inverses to decrypt our mes-
ik mt,h,o“t having to refer to the chart we made on Page 8. After all, if we can
o addition in the Caesar cipher by performing subtraction, then we should be able

to undo the multiplication like we did during the warm up!

. (1) Find the multiplicative inverse of p = 7 in modulo 10. Let this be ¢. (Hint: use
the multiplication table from the warmup.)
g=_2

(2) Let’s try to decrypt the encrypted numbers from 0 to 9:

Encrypted Number Decrypted Number
Unencrypted Number (Multiplying the Unencrypted | (Multiplying the Encrypted
Number by p in Modulo 10) Number by g in Modulo 10)
0 OXp=0 (nod 10) oxg=0 (mod 10)
! =% AxB= 2B )
. 2 “ 4R T (2= 2
3 \ \¥2 = 3= 3
5 € X¥2 =24 =4
3 S s¥32=1S =&
6 g ) % = G= e
7 q A¥ 322X F
3 © e¥x3=\¢s =%
. 2 % 3x@=q = Q

12
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; ?
(3) Were we able to Successfully encrypt and decrypt the message using » and ¢!
Yes | Muﬁip\\ﬁ\t\g T cnony pred A T
Aa WO ey pted +

(4) Can you think of an explanation as to why this works? -
L\‘C‘_L -l'f\ L WO U\D y Yo, !"Jﬁp\‘d\"\b o r\u\v(\;\\:li’.
D andh Yewun M daverst of D gwes T vwnedr

£y =pnx =V .
\oclauye P> (p viieme Y =\ |, 36 M¥ BN (P N eS8

Simplified RSA

One of the most popular ciphers to keep online data such as emails and cre_dlt card
information safe is called RSA. It is based on the idea of using multiplicative inverses
to encrypt and decrypt messages. Because RSA is a little bit more complicated tha’l,'l
the cipher Alice and Bob have come up with, we will call their cipher “Simplified RSA”.
Now that we understand how simplified RSA works, let’s try to encrypt and decrypt
some messages!

ENCRYPTING A MESSAGE

Alice told you that in order to send a message to her, you should use the multiplicative
encoder p = 11 in modulo 50.

(1) You decide to send her the following message by first using the cipher key to
obtain a numerical message:

Letter Message T E L L M € A J e] K E

Numerical Message 19 1A W] W \2 | 4 o Alin]lle |4

(2) Then you encrypt the numerical message by multiplying each number by 11 in

modulo 50:
N 19 A fw N 2| 4 o tale] 4
E“mp,:::,':;:mw iﬁ"(‘i;‘;?) a4tz | 32 | 44 o 4904 | |4

(3) Because there are less than 50 letters in the English alphabet, we can just
send the message in its numerical form

13
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DECRYPTING A MESSAGE

‘:Il::e replied “I didn’t have time to encrypt the entire message, so I enly encrypted the
Wer to the following joke: “‘What do you call a fake noodle?”.

(1) You decrypt the answer using the multiplicative inverse of 11 in modulo 50,

which is 41.
Encrypted Numerical Message 0 43 a 20 15 o 48 9 0
UMW .

Nearage oxa1=0 (mad 52) | 2y T |le(s|e|'¥ |70

(2) Then you translate the decrypted numerical message into the English alpha-

bet using the cipher key.
Decrypted Numerical Message 0 2 % \va | \s e ) s o
Decrypted Letter Message A ™ - .7 ™ A A S T A
Cracking Simplified RSA

Alice claims “As you can see, it’s very hard to find the right decryption key when we
use very large numbers, even if we know what the encryption key is in simplified
RSA.” However Bob is concerned and asks “That might be true, but what if someone
tries to crack the code by trying a lot of different decryption keys?”

Bob and Alice are both right, but let’s analyze how true their statements are.

(1) Suppose a hacker knows that Alice and Bob are communicating in modulo 50.
How many different encryption keys does he have to try before he is guaran-
teed to crack their secret message? (Assume we can use 1 as a encryption
key.)

AC wWoudd YNawe o T All Baa K4S WO S
MU PROETING  enumders of SO . Ue, aftyL pfime
4o =) Thwaae Arc
(v 3333 A, Oy % ;1% 185 3y ;23%,; 23,29 ,W, 33,
3, 340, &3, aa 49,
TNEM S 20 W\ oMl Se e wEWA Nove o Ty 29
1 NS

14
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(2) Suppose a hacker doesn’t know that Alice and Bob are communicating 1n mod-

ulo 50. How would he go about trying to crack the cipher?

[ onl
He LAC) A ch "‘1\:5 o LA En e W"o"\_ k{_,._jg ED(" X5 ]

e ey wvehRy e aeks e |
Aoy anc . (Trere's & T O

(3) Can you think of another way we can crack Simplified RSA without having to
try a lot of different encryption keys? . -
SINCE  Sinpufiea A it basicotdy O SuosTrrchion @blneys |

WE Ao ok eaun  loper Wil getr Heroeviom

AU PR O Onstner unigue Murebar. WE an
o Yvws by be"roﬁ‘n'\f\ﬁ A 'Q“f-qb\cvl% ONOLA IS SN
AL Ropars WWOA gppeac 0 e enuny ered t
wesSoge , ANd e axomng  “these do L freqnenaes
O Frw oG s \0\{\3\"9\‘3\. Yoc X OWDIR , W crnaws o

=" s FVa paost RN Qy\g\i%\,\ et ANd . Se v
Aoy VGl W %

wWe VAoNE  ogn QO B yed NEhRSARxe
U4t s, Aner Baere's o gosd dnonw o ‘a9’ vl
\L‘)Ld.c%pﬂd‘ﬂ |E‘_
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